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 Two pillars: Card-based Payment Systems and IT security 

 Competencies across the project lifecycle 

 

 

 

 

 

 

 

 Familiarity with national and international standards and regulations 

 State-of-the-art knowledge 

 Ability to bridge the gap between strategy and technology 

 Clearance: NATO-level „secret“  
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Starting Position 

 Common prejudice regarding PCI DSS 

• „It‘s just too intricate“ / „too expensive!“ 

• Implementation of costly measures „just“ to achieve compliance 

or certification. 

• Implementing PCI DSS does not provide any „real“ added value 

besides the certificate. 

 New perspective: 

• The PCI DSS as „Best Practice“ for the protection of information 

and data. 

• The PCI DSS as ideal groundwork for further security ambitions. 

• PCI DSS as driver for data protection efforts (and vice versa). 
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Data Protection vs. Information  

Security 
Sony: SQL Injection Flaw (OWASP Top Ten!), unencrypted storage of 

passwords, inappropriate network segmentation; compromise of 

personal data, credit card data. 

  Flaws in IT security architecture result in data protection issues and  

 PCI DSS noncompliance 

 

Unesco: Inappropriate protection of web application, „Direct URL Access“ 

(OWASP Top Ten!) possible; access of personal data over the internet 

possible. 

  Flaws in IT security architecture result in data protection issues 
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Data Protection vs. Information  

Security 

Information 

Security 

Data 

Protection PCI DSS 

 Realisation: Data Protection and Information Security cannot be separated 

completely 

• EU Data Protection Legislation mandates the protection of personal data by 

„appropriate“ technical and organisational measures, i.e. an appropriate level of 

information resp. IT security  

• Inevitable question: What is appropriate? 
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Data Protection vs. Information Security 

 Appropriate Security 

• Easy answer: the security at Sony, Unesco, et. al was 

obviously not „appropriate“ 

• Reality is more complex: there is no established 

measurement method for security and no universal 

threshold for appropriateness 

• Additionally: 100% security is unachievable 

• Arising question: how does one achieve an 

„appropriate“ level of security? And when does one 

know that an appropriate level of security is reached? 
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Introduction to EU Data Protection Principles 
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European Data Protection Legislation 

 Directive 95/46/EC on the protection of 

individuals with regard to the processing of 

personal data and the free movement of such 

data 

 More commonly known as the European Data 

Protection Directive 

 Principles for the protection of personal data 

within the European Union 
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European Data Protection Legislation 

 EU Directives are not legally binding for citizens of the 

European Union, but have to be adopted into national law 

by all member states 

 Aim: Alignment of national data protection legislation, 

preventing restrictions of data transmission between member 

states 

  contents of the Directive can be found in all data  

  protection legislation within the EU 

 The right to data protection is derived from the fundamental 

rights and freedoms of natural persons, especially the right 

to privacy 
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European Data Protection Legislation 

 Accordingly, „personal data“ is considered „any information 

relating to an identified or identifiable natural person“. 

Identifiable means that the person “can be identified, directly 

or indirectly, in particular by reference to an identification 

number or to one or more factors specific to his […] identity” 

(95/46/EC Article 2 (a)). 

 Defining factor: link between data and a relating person, no 

matter whether data controller can conduct the connection. 

 Realisation: As IP addresses, cardholder data has to be 

considered personal data. 
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European Data Protection Legislation 

 Basic principles for the processing of personal data in Europe: 

• Processing of personal data is forbidden, unless the 
consent of the data subject is given or the processing is 
necessary for designated purposes defined in the 
Directive. 

• Data processing has to follow the concept of specified 
purpose. 

• Information of the data subject (about the purpose of 
the processing, the identity of the controller and about his 
rights to access/amend the data concerning him). 

• Appropriate protection of personal data by technical and 
organizational measures. 
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Technical & organizational measures 

 Directive 95/46/EC, Article 17 

• „Member States shall provide that the controller must 
implement appropriate technical and organizational 
measures to protect personal data against accidental or 
unlawful destruction or accidental loss, alteration, 
unauthorized disclosure or access, in particular where the 
processing involves the transmission of data over a 
network, and against all other unlawful forms of 
processing. 

 Having regard to the state of the art and the cost of their 
implementation, such measures shall ensure a level of 
security appropriate to the risks represented by the 
processing and the nature of the data to be protected.“ 
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Compliance Integration: Data Protection & PCI DSS 
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The PCI DSS as Derivation from ISO 27001 

ISO 27001 

Applicable Security Goals  

Confidentiality, Availability, Integrity 

 

Applicable Security Goals  

Confidentiality  
Availability, Integrity 

 

Identification of the  

organisation‘s individual assets 

 

Single Asset: Cardholder data 

 (incl. authentication data)  

 

 

Risk Analysis 

 

Derivation of appropriate security 

measures to achieve the security objectives 

laid out in the normative annex  

 

12 Requirements of the PCI DSS 

(acknowledged as appropriate protection for 

one specific form of personal data) 

 

Risk Analysis 

(Payment Brands / PCI SSC) 

 

& PCI DSS 



Community Meeting 

London 2011 

Integration of PCI DSS into ISO 27001 

Identification of Assets 

Asset 1 Asset 2 Asset 3 Cardholder 

Data 

Risk Analysis 

Derivation of concrete measures Measures of the PCI 

DSS 

Protection of 

Confidentiality 

Risk Analysis of the 

Payment Brands 

 

Attention: no explicit 

consideration of Availability 

/ Integrity 
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Integration of PCI DSS Into Data Protection 

Scope PCI DSS 

Scope Data Protection 

Security Goal 

Confidentiality: high 

coverage, postive 

emanation to other data in 

the PCI DSS Scope 

Security Goals Availability / 

Integrity:  

low emanation through 

measures of the PCI DSS 

The PCI DSS as 

collection of Best 

Practices for a fast 

increase in protection 

level and conformity 
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Integration of PCI DSS Into Data Protection 

Scope PCI DSS 

Scope Data Protection 

Security Organisation, e.g. 

Security policy, incident response 

procedures, H/R processes, training, 

risk management processes, etc. 

Application of PCI DSS 

security measures to further 

systems, e.g. 

Server hardening, network 

architecture, password & user 

management, patch & change-

management, etc. 

Simultaneously: Development of a 

data protection management 

system according to applicable 

national law 
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Example: German Federal Data Protection Act 

 Overview of technical & organizational measures 

mandated by the German Federal Data Protection Act 

• Measures against unauthorized admission to data processing 

facilities (admission control)  

• Measures against unauthorized usage of data processing systems  

(system access control) 

• Measures against unauthorized access to data (data access 

control) 

• Measures against unauthorized reading, copying, modification or 

deletion during transmission (transmission control) 

• Logging measures to determine who did enter, modify or delete 

data (input control) 

• The processing of personal data by Third Parties shall only be 

done in the way directed by the controller (order control) 

• Measures to provide protection against destruction by accident or 

loss (availability control) 

• Measures to ensure that data that has been collected for different 

purposes can also be processed separately (separation control) 

Requirement 9 

 

Requirement 1, 8, 6 

 

Requirement 2, 3, 5, 6, 7 

 

Requirement 4 

 

Requirement 10 

 

Requirement 12.8 

 

Requirement 6 

 

Requirement 6.3 

PCI DSS 
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Mapping the requirements 

 Case 1 

 Data Protection Mandate      PCI DSS Requirement 

Admission Control:  

Prevent unauthorized admission to 

data processing facilities 

Requirement 9: 

9.1: facility entry controls 

9.1.1 camera surveillance 

9.2 / 9.3: visitor handling 

9.4: visitor log 
+ additional controls if needed 

• Case 2 

 Data Protection Mandate   >   PCI DSS Requirement 

Order Control:  

Data Processing by 3rd Parties only 

as mandated by principal 

Requirement 12.8: 

12.8.2: “acknowledgement that the 

service providers are responsible 

for the security of cardholder data” 
+ amend principles that underlie 

PCI DSS requirements 
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Mapping the Requirements 

 Case 3 

 Data Protection Mandate   <   PCI DSS Requirement 

Data Access Control:  

Prevent unauthorized access to 

data 

Requirements 2, 3, 5, 6, 7, e.g.: 

2: system hardening 

3.4 - 3.6: encryption 

5: anti-malware 

6.1: patch management 

6.2: vulnerability management 

6.4: change control 

7: “business need to know” 

 

/ 
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PCI DSS as „Best Practice“ 

 Important Considerations 
• Personal data might have different value than 

cardholder data, esp. the so-called „special categories 
of data“ (data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, trade-
union membership, and the processing of data 
concerning health or sex life) 

• Approach covers the protection of personal data by 
technical and organisational measures, not specific 
process and organisation requirements of data 
protection law (e.g. regarding legitimacy of 
processing) 
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PCI DSS as „Best Practice“ 

Classical Bottom Up-Approach 

Assets 
Assets 

Assets 

Risks 
Risks 

Risks 

Catalogue of measures 

(e.g.. ISO 27002, IT-Baseline Catalogue, PCI DSS) 

Security Concepts 

Guidelines & Policies 

Process 

Requirements of 

data protection law, 
e.g. checking for legal 

basis of data processing 

Organisation 

requirements of 

data protection law, 
e.g. appointment of data 

protection officer, 

process register, etc. 
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Advantages 

 PCI DSS as driver for data protection 

• „Collateral gain“: Implementation of PCI DSS fosters the 

protection of other personal data within the PCI DSS scope; 

• PCI DSS can serve as best practice collection for systems outside 

the formal PCI DSS scope;  

• Bottom Up rather than Top Down: limitation of risk analysis 

efforts and efforts for derivation of security measures; 

• PCI DSS is usually more strictly enforced than data protection 

legislation; pressure to implement PCI DSS can open companies 

to the idea of data protection. 
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Advantages 

 Data protection as driver for PCI DSS 

• „Collateral gain“: Increase in data protection compliance level is 

additional advantage of PCI DSS implementation; 

‒Concrete example: 

 

42a in German BDSG, reporting obligation in 

the case of credit card or account data compromise; 

• „It‘s not just the PCI. It‘s the law!“: Technical and organisational 

measures to secure cardholder data as all other personal data 

are mandated anyway; 

• Implementation of the more concrete PCI DSS can help 

companies develop the security knowledge they need to apply 

the rather abstract data protection mandate. 
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Questions? 

Any Questions? 


